
Appendix 4 
Amended Summary of Internal Audit Coverage for 2011/12 

The following table sets out the proposed coverage of each audit identified in the Annual Audit Plan for 2011/12.   The more detailed scoping of reviews will 
be determined at the planning stage for each audit, with terms of reference being confirmed in audit briefs, drawn up in consultation with client officers.   
Individual audits will also consider the quality of management information generated within the relevant service area(s) to assist decision-making and 
performance monitoring, and there will additionally be some focus given to the monitoring of corporate/service risks and ongoing maintenance of procedures 
and business continuity/disaster recovery plans, where appropriate. 
 

Title Description 

Systems Audits 

Change Control and Corporate 
Governance 

This audit will assess the way the Council is responding to the rapidly changing environment in which it operates. In 
particular, it will review the governance arrangements in place to monitor change management programmes, potentially 
focusing on the shared service arrangements with South Holland. 

Work to support the Annual 
Governance Statement 2011/12 

This audit assesses the key controls in place over the Council’s fundamental financial systems that are not otherwise 
subject to audit during the year, in order to provide assurances to the Head of Internal Audit and Section 151 Officer 
that these controls are operating effectively ahead of preparation of the Annual Governance Statement. 
 
In addition, in order to satisfy the requirements of External Audit, we undertake additional testing where audit work has 
been scheduled earlier in the financial year, to ensure our work is reflective of the whole year period and thus satisfy 
the requirements of external audit.  

Accountancy Services This audit was last undertaken in 2009/10, receiving an adequate assurance; 1 high, 1 medium and 2 low priority 
recommendations were raised.  At a time of greater financial pressure for the Council, this audit plays a key role in 
assessing that the Council’s finances are being appropriately managed.  This is a fundamental financial system, and 
the outcomes from this review will be utilised by External Audit.  Key areas of focus are: 

• Control accounts – the majority of control accounts are evaluated during individual systems reviews; this audit 
reviews any additional control accounts, including the suspense accounts 

• Banking and Bank Reconciliation procedures, including banking contracts and processes 

• Asset Register Management, including reconciliation to property service records 

• Budgetary Control, and preparation of the annual budget 

• General Ledger maintenance and journal entry controls. 

Treasury Management This audit was separated from the Accountancy Services review in 2009/10 given the increased risks over Treasury 
Management following the collapse of the Icelandic Banks.  Following this event, the Council took steps to ensure a 
rigorous process was in place to manage investments, resulting in our audit being able to issue a “good” assurance 
opinion.  We will again review these arrangements in depth during 2011/12, and providing satisfactory assurances are 
obtained, Treasury Management will revert to inclusion in the Accountancy Services audit from 2013/14. 
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Sundry Debtors In 2009/10, we were able to provide an “adequate” assurance over the Sundry Debtors system, although we raised 1 

high, 3 medium and 6 low priority recommendations. 
This audit assesses the controls operating in respect of general Sundry Debtors.  Controls in respect of Revenues 
Debtors (Council Tax, NNDR, Benefits) are reviewed within the specific audits of those services.  This audit previously 
reviewed Housing Act Advances, however due to the low levels of activity and reducing debt it was no longer viewed as 
material for specific audit coverage from 2009/10.   
This is again a fundamental financial system, and our work will be used to inform External Audit. 

Receipt, Banking and Handling of 
Remittances 

Our 2009/10 review of remittances raised 1 medium and 2 low priority recommendations, and thus we were able to 
award an “adequate” level of assurance over the system. 
The Council receives cash through a variety of means – cash, cheque, postal orders, and both internet and in person 
with debit and credit cards.  This audit evaluates the system to ensure that receipt of such payments is made in a 
secure manner, and are promptly and accurately recorded on the cash receipting system.  This fundamental financial 
system review will again inform the work of the Council’s External Auditors. 

Anglia Revenues and Benefits 
Partnership – Housing and Council 
Tax Benefit 

This audit is undertaken annually; our 2010/11 review is currently in progress, although the system received adequate 
assurances in both 2008/09 and 2009/10.  Again, this work may be used by the Council’s External Auditors in both their 
assessment of the balances included in the Council’s accounts, and may help to inform their review of the Housing and 
Council Tax Benefit Subsidy Claim Form. 
The review focuses on the key controls operating across the entire remit of Housing and Council Tax Benefits, including 
coverage of receipt and processing of claims, payment of benefit, discretionary and backdated payments, debt recovery 
and write off, appeals and benefits fraud.   

Development Services – 
development control, planning and 
enforcement, building control, land 
charges 

This audit was undertaken in April 2010, where a limited assurance was awarded with 2 high, 6 medium and 2 low 
priority recommendations raised.  Particular concern was noted at the arrangements then operating to monitor how 
Capita was delivering the Development Services contract, together with the processes in place to authorise 
applications.  The Council have been investigating how working with other partners, particularly South Holland, may 
lead to enhanced measures being introduced to address these issues. 
As such, it has been deemed prudent to review this area again as part of the 2011/12 audit plan – to assess the 
arrangements the Council has subsequently put in place to monitor the activities at Capita, and ensure these are 
robust.  
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Environmental Planning – planning 
policy, historic buildings, trees and 
countryside, Thetford Growth Point 

These functions were also included as part of the Capita externalisation contract during 2008/09.  This will be the first 
time that these services have been subject to review since the externalisation, and in light of our findings in respect of 
the remaining development services functions, we will be assessing how the Council monitors Capita’s performance in 
delivering these functions; it should be noted that it is not the intended purpose of this audit to evaluate the Council’s 
Local Development Framework, as such arrangements, including the Core Strategy, are subject to independent 
examination by planning inspectors. 

Data Protection and Freedom of 
Information, Legal Services 

Breckland Council has already recognised the additional risks arising from the Government’s Transparency Agenda 
potentially increasing the amount of Freedom of Information Requests that may be received.  In addition, with the 
Information Commissioner having new powers to fine authorities as a result of data protection breaches, and current 
considerations over information sharing protocols, it is a timely opportunity to review controls in this area.  The exact 
scope of the review will be determined during the audit planning process. 

Anglia Revenues and Benefits 
Partnership – Governance 
Arrangements 

This is an annual audit; our 2010/11 review will take place shortly after completion of the audit planning process, 
however our 2009/10 review raised 1 medium, and 1 low priority recommendations when awarding an “adequate” 
assurance. 
This audit provides assurances to the Council in respect of the operating arrangements of ARP, including recharges 
between ARP and ARP Trading Ltd.  This also supports the work performed by External Audit when preparing the 
consolidated group accounts in respect of Breckland Council. 

Culture and Leisure – Sports 
Development, PFI, Arts 
Development 

This is a fairly wide review, and as such the exact scope of the audit will be determined during the audit planning 
process.  However, it is likely that scrutiny will be afforded to the arrangements in place to monitor delivery of leisure 
facilities within the District by Parkwood, under the terms of the PFI contract. 

Customer Services – central 
administration, insurances, 
customer service centres 

Ensuring Customers can access services provided effectively is a core part of delivering Council services.  This review 
will assess the controls operating at the Council’s customer services, and the miscellaneous associated activities, 
including insurance arrangements. 
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Computer Audits 
 

Cash Receipting application This audit has been deferred from the 2010/11 Annual Audit Plan due to the delayed implementation of the new 
system. 

The purpose of the Cash Receipting application is to record and monitor income received by the Council. The areas 
covered in each of these modules include: 

• Access Controls; 

• Data Input;  

• Data Processing;  

• Data Output;  

• Interfaces;  

• Management Trails;  

• Backup and Recovery; and  

• Support and Maintenance. 
 

Virus Protection / Spyware Computer viruses can infect the Council’s IT systems from a number of sources, downloads from the internet and e-
mail attachments to a user bringing in infected portable media. The result of an infection could range from temporary 
annoyance due to an increase in processing to the complete shutdown and corruption of the network. The recent trend 
has also been for systems to be infected with Spyware or programs that can cause re-direction to internet sites or the 
monitoring of users internet habits but also have the effect of slowing down PCs. Virus and Spyware controls are 
designed to protect the Council’s systems from such threats and therefore this audit will look at the controls to assess 
whether they are sufficient and appropriately managed.  

Internet and E-mail Internet and Email are increasingly being used for communication and research within the Authority, however, there is a 
risk that these tools can be misused or functionality abused if not adequately controlled.  The audit will look at policy 
management and the logical controls in place to mitigate the risks arising from the allocation and use of such tools.  
 

We will not be looking at Firewall administration as this is covered in CoCo health checks, but when analysing other 
aspects of Internet operations, we will focus on Policy, together with access authorisation, browser configuration, plus 
logging and monitoring. 
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IT Governance Governance is the cornerstone for the identification, development, implementation and management of ICT Policies, 

procedures and strategy. Weaknesses in the governance structure due to communication weaknesses, appropriate 
Business, ICT and Departmental involvement, and working in an environment which can be complex increases the risk 
that the process does not work as intended. Supporting Governance is the Policies which set the foundation for IT 
security and delivery, and Strategy which guides the direction and priorities of IT development and delivery. 

Licensing application The Licensing Application is the IT system that the Council uses to manage the monitoring and granting of licenses 
within the District.  It is used by the Licensing Team to log and maintain records of license applications and statuses.  
With increasing demand being passed onto the local authority in relation to license requests, the subsequent issue of 
licenses and the impact on local businesses should the application fail could be significant.  The audit will look at the 
following aspects of the Application:  

§ Access Controls; 
§ Data Input; 
§ Data Processing; 
§ Data Output; 
§ Interfaces;  
§ Management Trails; and 
§ Support Arrangements and Change Controls. 

 

 


